NMHO®OPMALIMOHHAA NAMATKA
AndA ObYYAIOLWMUXCA And PASMELLEHUA HA OPULUNATIbHBIX MHTEPHET-PECYPCAX

C kaxgblM rogomM MOSIOAEXN B MHTEPHETE CTAaHOBUTBLCHA OOMbLUE, a LWKOSMIbHUKN OOHWN U3 CaMblX
aKTMBHbIX nonb3oBaTenen PyHeta. Mexgy TeM, NOMUMO OFpOMHOr0O  Konm4yecTtsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. ATa NamsaTKa AOSMKHA Nomoyvb Tebe GesonacHo
HaxoguTbCs B CETW.

KOManOTeprIe BUPYCbI

KoMnblOTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MpPOrpamMm, OTINYUTENBHOM
OCOBEHHOCTbIO KOTOPOW SABNSAETCA CMOCOOHOCTb K pasMHOXeHuo. B gononHeHve K 3aTomy,
BUPYCbl MOryT MOBPEaAUTb UMW  MOSMIHOCTBK  YHUYTOXUTb Bce annbl UM [aHHble,
NOAKOHTPOSbHbIE MOMb30OBaTENO, OT WMEHW KoToporo Oblna 3anylleHa 3apaXeHHas
nporpaMma, a Takke MOBpeAnTb UMWN OaXe YHUYTOXUTb OrnepauuoHHYH CUCTEMY CO BCEMU
darnamm B Lenom. B 6onbLUIMHCTBE Criyd4aeB pacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.

MeToabl 3aWMTbI OT BPpeAOHOCHbLIX Nporpamm:

1. icnonb3yn coBpeMeHHble ornepalMOHHbIE CUCTEMbI, UMEKOLLNE CEPbE3HbIN YPOBEHb 3aLUUThI
OT BPEAOHOCHbIX Mporpamm;

2. TloCTOsiIHHO YycTaHaBnuMBanW nadvytM (UMppoBble 3annaTku, KOTopble aBTOMaTUYEeCKU
yCTaHaBnMBalTCa C UuUenbio  gopaboTkm nporpammbl) W gpyrme OOBHOBMEHUA CBOEW
onepaumoHHon cuctembl. CkaumBam UX TONbKO C oduumansHoro camta paspabotymka OC.
Ecnu cyliecTByeT pexmum aBToMaTU4eCcKkoro OGHOBNEHUS, BKIHOYN €ro;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu NOMb30BaTENS, a HE agMUHUCTPaATopa. ATO He
NO3BONUT BOSLLUMHCTBY BPELOHOCHbLIX NPOrpaMm MHCTanIMpPoBaTbCS Ha TBOEM MEePCOHarIbHOM
KOMMbloTEpE;

4. Kcnonb3yn aHTUBUPYCHbIEe MPOrpaMMHble MNPOAYKTbl W3BECTHbIX MPOU3BOAUTENEN, C
aBToMaTu4ecknum obHoBneHnem 6as;

5. Orpaqub (bI/I3W-IeCKMI71 OOCTYIN K KOMMNbOTEPY OJ1A NOCTOPOHHUX 1AL,

6. Vcnonb3yn BHELWHME HOCUTENU WMHAOPMaUWUKW, TakMe Kak pnewka, AUCK unu ann uns
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBan KoMnbloTepHble dansibl, NOMyYeHHbIe U3 HEHAOEXHbIX UCTOYHUKOB. [axe Te
dranrnbl, KOTOpbIE NpUcran TBOW 3HAKOMbIN. Jlyylle yTo4HM y Hero, oTrnpasnsn fim oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BUAO nepegaym OaHHbIX, HE TEXHOMOrMs, a Bcero nuuwb 6pena, mapka. Ewe B
1991 rogy HugepnaHackasi komnaHusa 3apeructpupoana operHg "WECA", yto o6o3Ha4vano
cnosocoyeTaHme "Wireless Fidelity", koTopbii nepeBoanTcs kak "b6ecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHn gowna gpyras abbpesmnatypa, KoTopas SBMSETCA Takon XKe TEXHONOrMen.
9710 abbpesumatypa "Wi-Fi". Takoe Ha3BaHue ObINO JaHO C HAMEKOM Ha CTaHOapT BbICLUEWN
3BykoBOM TexHukn Hi-Fi, 4To B nepeBoge o3Ha4vaeT "BblCOKad TOYHOCTbL".

[a, 6ecnnaTHbii WMHTEPHET-OOCTYN B Kade, OTEeNnsAX M aspornoprax sBMASETCA OTANYHOM
BO3MOXHOCTbIO BbIXOA4a B UHTEpPHET. HO MHOrmMe akcnepTbl cynTaroT, 4To obwenoctynHole Wi-Fi
ceTn He aBnsATCA 6e3onacHbIMN.



CosBeTbl No 6e3onacHocTu paboTbl B 0b6wenoctynHbix cetax Wi-fi:

1. He nepepgaBan cBo Nu4Hyt0 MHopmauuio Yepes obwenoctynHblie Wi-Fi cetn. PaboTtas B
HWX, XXenaTenbHO He BBOAUTb Naponun 4OCTyNa, NOrmHbl U Kakne-To HOMepa;

2. Wcnonb3yn n OBHOBMSW aHTMBMPYCHblE nporpamMmmbl U GpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpwn ucnonbsoBaHun Wi-Fi otknioum cyHkumo "O6wmnn goctyn K cdannam n npuHtepam”.
[aHHasa (pyHKUMS 3akpbiTa N0 YMONYaHUIO, OOQHAKO HEKOTOpble Mofb3oBaTeNn akTUBUPYIOT ee
ans yoobcrea ncnonb3oBaHna B paboTe unm yyebe;

4. He ucnonbayn nybnuunubin WI-FI ana nepegaym nuyHbIX gaHHbIX, HAanpumep Ans Bbixoda B
coumnarnbHble CETU UIN B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3awuuieHHoe coeamHeHne yYeped HTTPS, a He HTTP, T.e. npu Habope
Beb6-agpeca BBoan umeHHo "https://";

6. B mobunbHoM TenedoHe oTkmoum yHkumio "MNogknoveHne k Wi-Fi aBtomaTtuyeckun". He
Aonyckanm aBToMaTM4eckoro nogknyeHus yctponcraea k cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTn

CoumanbHble CEeTU aKTUBHO BXOOAT B Hally >XM3Hb, MHOrMe noan paboTarT U XKUBYT Tam
NoCTOsiHHO, a B Facebook yxe 3apernctpupoBaH mMunnuvapg 4erioBek, YTO ABNAETCS OOHOW
cebMOW Bcex XuTtenen nnaHeTtbl. MHOrMe nonb3oBaTenyM He NOHMMAKT, YTO MHopMaLus,
pasMeLLeHHas MU B coumarnbHbIX CETAX, MOXET BbITb HangeHa 1 UCnonb3oBaHa Kem yrogHo, B
TOM 4ncne He 06a3aTenbHO ¢ 6riarMm HaMepeHUSMM.

OcHoBHbIe coBeTbl N0 6€30NacCHOCTU B cOUMarbHbIX CeTAX:

1. OrpaHudb cnucok apysen. Y T1ebs B ApY3bAX He OOIMKHO ObITb CriyvarHbIX U HE3HAKOMbIX
NMoaewn;

2. 3awmuian cBOK YacCTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXOEHNA U OPYryl NUYHYIO MHpOpMaunio. 3f0YMbILNIEHHUKU MOFYT WUCMOMb30BaTh Aaxe
MHOPMAaLMIO O TOM, KaK Tbl U TBOM POAUTENM NNAHUPYETE NPOBECTU KAHUKYIbI;

3. 3awumwan cBow penyTauuio - AEpXM ee B YACTOTE U 3agdaBan cebe Bonpoc: xoTen 6bl Thl,
yTobObl OpyrMe nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? lMogyman, npexge 4Yem 4To-TO
onybnukoBaTb, HanUcaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpuLb C NOABMU, KOTOPbLIX HE 3Haellb, HE UCMONb3yl CBOE pearibHoe UMS U
APYrYI0 NIMYHYI0 MHAOPMaLMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 nNpoYee;

5. N3beran pasmelleHus otorpadpum B NHTEpHETEe, roe Tbl M3o00paxkeH Ha MECTHOCTMU, Mo
KOTOPOW MOXXHO OnpeaennTb TBOE MECTOMOSOXEHME;

6. lNpn pernctpaumm B coumanbHOM ceTu HeobXoAMMO WCMONb30BaTb CIOXHbIE MNaponwu,
cocTosime n3 6ykB 1 UMAdP 1 C KOSIMYECTBOM 3HAKOB HE MeHee 8;

7. ns coumanbHOW ceTn, NOYTbl U Opyrnx canToB HE0BX0AMMO MCNonb30BaThb pa3Hble nMaposnu.
Torga ecnu 1e65a B3nomatoT, TO 3J1I0YMbILWWTEHHUKK noJiydaT AOCTYN TOJIbKO K OOHOMY MECTY, a
He BO BCe Cpaasy.

ANEeKTPOHHbIEe AeHbIM



OnNEeKTPOHHblIE AeHbMM - 3TO OYeHb YyAoOHbIM crnoco® nnaTtexew, OOHAKO CyLeCTBYHOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrm nodaBunMcb coscemMm HegaBHO W UMMEHHO WM3-3a 3TON0 BO MHOIMMX
rocygapcrteax o CMX nop He rnporncaHo rnpo HUX B 3aKOHax.

B Poccun xe oHu (*)yHKLI,I/IOHI/IpyI-OT M O HUX YyXe MpPornncaHo B 3aKOHEe, rge Ux pasgendrT Ha
HECKONbKO BMAOB - aHOHMMHbIE U HE @aHOHUMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX pa3pewaeTtcd npoBoanTb onepaunn bes I/ILl,eHTl/ICbI/IKaLI,I/II/I nornb3oBaTtesid, a B
HEaHOHUMHbIX VI,D,eHTVI(bVIKaLI,VIﬂ nonb3oBaTens ssndeTca ob6s3aTenibHON.

Takke crnegyetT pasnuuaTb 3NEKTPOHHble UaTHble [AeHbrM (PaBHbI FOCY4APCTBEHHbLIM
BanoTaM) 1 3NEeKTPOHHble HedMaTHbIe AEHbIM (HEe paBHbl FOCYAapCTBEHHLIM BaroTam).

OcHoOBHbIle coBeTbl N0 6e3onacHon paboTe C 3NIeKTPOHHbIMU AeHbraMm:

1. TpuBskn K cyeTty MOOUNbHbIM TenedoH. 3TO0 cambii yAOOHbIM M BbICTpbIM Ccnocob
BOCCTAHOBUTb [OOCTyn K cyeTy. [lpuBaA3aHHbIN TenedoH nOMOXeT, ecnu 3abygelb CBOW
nnaTeXxHbl Naponb UNu 3angellb Ha CanT ¢ HE3HAKOMOro YCTPOMCTBA;

2. Nicnonb3yn ogHopasoBble naponu. [locne nepexoda Ha yCUNEHHY aBTopusauuio Tebe yxe
He BygeT yrpoxaTb ONacHOCTb KpaXu Uinn nepexsaTa niaTexXHoro Napons;

3. Bbibepn cnoxHbin naposnb. lNpecTtynHukam OygeT He npoCTo yragaTb CIIOXHbIA Maporsib.
HapexHble naponu - 3To Naposiv, KoTopble coaepxaTt He MeHee 8 3HaKOB M BKIIOYaloT B cebs
CTPOYHbIE M MNPOMUCHbIE OYKBbI, LUMMPbLI U HECKONBbKO CUMMBOJSIOB, TakMe Kak 3HaK gonnapa,
dyHTa, BOCKNUuaTenbHbIi 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEpPSELLb.
ANeKTPOoHHas no4Ta

ONEeKTpOHHas noyTa - 3TO TEeXHONOorMs U npefocTaBnsieMble €l YCnyru no nepecbisike u
NOSTYYEHUIO ONEKTPOHHBIX COOBLEHUI, KOTOpble pacnpedenstoTca B KOMMbIOTEPHOW CEeTMW.
O6bI4HO 9NEKTPOHHbIN NoOYTOBbIV ALLNK BbIrMA4UT crneayroLwmnm obpasom:
UMS_nonb3oBatend@umsa_aomMeHa. Takke Kpome nepegadyM npocToro TeKkcTa, UMeeTcd
BO3MOXHOCTb nepeaasatb oansibl.

OcHOBHbIe coBeTbl N0 6e3onacHoOn paboTe ¢ 3NIeKTPOHHOM NOYTOMN:

1. Hapgo BbiGpaTb NpaBunbHbIA NOYTOBbLIA CeEPBUC. B WMHTEpHETE €eCTb OrpoMHbIN BbIGOP
BecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO fy4lle A0OBEPSATb TEM, KOro 3Haellb U KTO NepBbiv B
PEenTUHre;

2. He ykasbiBah B NMYHOM NOYTE NMYHYy0 uMHGOpmaumo. Hanpumep, nydwe BblbpaTb
"My3blkanbHbI_haHat@" unu "pok2013" BmecTo "Tema13";

3. Vcnonb3yn OByxaTanHyt aBTopm3auuio. OTO Korga NMOMMMO Maponst HY)KHO BBOAUTb KOA,
npucbinaemsin no SMS;

4. Bbibepun crnoxHbin naponb. [ns Kaxgoro noyvToBOro sluka AOMKEH ObITb CBOM HaAEXHbIN,
YCTOM4YMBBIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOW JIMYHbIA BOMPOC, WUCMNOSIb3yN 3Ty
BO3MOX>XHOCTb;



6. Ncnonb3yn HECKONbKO MOYTOBLIX AWMKOB. [1epBbin AN YaCTHOM Nepenuckn ¢ agpecatamu,
KOTOPbIM Thbl JOBEpPSAELLb. JTO SNEKTPOHHbLIN agpec He HaZlo UCMNOoNb30oBaTb NPU perncTpaumm Ha
dopymax un canrax;

7. He oTkpbiBan annibl U gpyrue BIIOXKEHUS B MUCbMaXx, aXe eCriv OHW MPULLNN OT TBOMUX
apysen. Jlydwe yTouHW Yy HUX, OTNPaBisann fiv OHM Tebe aTn dannbl;

8. lNMocne okoH4yaHMs paboTbl HAa NOYTOBOM CeEpPBUCE MNeper 3aKpbiTUEM BKIAAKM C CauTOM He
3abyab HaxaTb Ha "Bbiitun".

Kn6epOynnuHr unu BupTyanbHoe usgeBaTesibCTBO

Knbepbynnuur - npecnegoBaHne cooOOLLEHMAMU, coaepXalimmm ockopbneHusi, arpeccutio,
3anyrmBaHue; XynuraHcTeo; coumanbHoe GONKOTUPOBaAHME C MOMOLLbIO Pa3fMYHbIX MHTEPHET-
CEpBMCOB.

OcHoBHbIe coBeTbl N0 60pbbe ¢ KMbepOyNnNUHrom:

1. He Bpocarica B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCriv HET Toro, K
KOMy MOXHO obpaTuTbCs, TO BHadane YycrnokouTbcs. Ecnn Tbl HayHewb oOTBe4vaTb
ockopbneHns MM Ha ockopBeHns, To TONbKO eLle Bonblle pasoxoKellb KOHMINKT;

2. Ynpasnsu cBoen kubeppenytauuen;

3. AHOHMMHOCTb B CE€TU MHUMas. CyUJ,eCTBleT cnocobbl BbISICHNTb, KTO CTOUT 3@ aHOHUMHbIM
aAKKayHTOM;

4. He cTtonT BECTU XyNUraHckui obpas BMpPTyarnbHOW XWU3HWU. NHTepHET MKCUpyeT BCEe TBOU
OENCTBUS U COXpaHdaeT nX. YaanuTb nx dyaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBoto BUPTYyarnbHYH YeCTb CMOSIOAY;

6. WrHopupyh eaouvHu4yHbIM HeraTuB. OpgHOpasoBble OCKOPOUTENbHbIE COOOLEHUS nydlle
nrHopupoBaTb. OBbI4HO arpeccusi NpekpaLwaeTca Ha HavYanbHOW CTaguu;

7. BaH arpeccopa. B nporpammax obMeHa MrHOBEHHbLIMU COOBLLIEHUSAMW, B COLMarnbHbIX CeTAX
€CTb BO3MOXHOCTb GITOKMPOBKM OTMNPaBKM COOOLLEHUI C OonpeaeneHHbIX aapecoB;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBom OeNCTBUSA: BbICTYNUTbL NPOTMB NpecnegoBartens,
nokasatb emy, YTO ero AeNCTBMS OLEHUBAKTCH HeraTUBHO, MOAdepXaTb XXepTBY, KOTOPOW
Hy>KHa Ncmxonornyeckasi MOMOLLb, COOBLNTL B3POCHbIM O (bakTe arpecCuBHOro NoBeaeHus B
ceTu.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapT(OHbI 1 NNaHWweTbl coaepxaTt B cebe BMnosmHe B3poChbl (PyHKUWOHaM, v
Tenepb OHW MOryT KOHKYpUpOBaTb CO CTauMOHapHbIMU KoMmmnbtoTepamun. OaHako, CpeacTs
3aWmThl Ans NoAobHbIX YCTPONCTB MOKa OYeHb Mano. TecTupoBaHMe U MOUCK YS3BMMOCTEN B
HUX NPOUCXOAUT He Tak MHTeHcuBHO, kak anga [K, To ke camoe kacaetca U MOBWMbHbIX
NPUNOXKEHNN.

CoBpeMeHHble MOBUnbHbIE Bpay3epbl y>ke NPakTUYeCKM AOrHanu HacTofbHbIE aHanorn, ogHako
pacwupeHne dyHKUMOHanNa Bne4yeT 3a cobon OGomnblyk CIOXHOCTb W MEHbLUYH
3aLUULLEHHOCTb.

[aneko He BCe MPOV3BOAMTENN BbINYCKAOT OOHOBMNEHUS, 3aKpblBaOLINE KPUTUYECKUE
ySI3BUMOCTW A51si CBOMX YCTPOWCTB.



OcHoBHble coBeTbl AN 6e30nacHOCTN MOBUNBHOTO TenegoHa:

Huuero He sBnsieTcsa no-HacTosiwemy GecnnaTtHbiM. Byap octopoxeH, Begb korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObiTb CKPbITbI KAKME-TO MaTHbIE YCIYTY;

Oyman, npexge 4yem otnpaButb SMS, oTto mnn Buageo. Tobl TOYHO 3Haelb, rge oHu byayT B
KOHEYHOM uTore?

Heobxoaumo o6HOBNATL ONepauUmMOHHY0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yi aHTUBUPYCHbIE NporpamMMbl Ansg MobunbHbIX TeNedgoHOB;

He 3arpyxaii nNpunoxeHuss OT HEU3BECTHOrO WCTOYHMKA, Bedb OHM MOTyT coaepaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHme;

[Mocne TOro Kak Tbl Bbligelb C canTa, rge BBOAWUIT NMYHY0 MHAOPMAaLNIO, 3anM B HACTPOMKM
Gpaysepa 1 yaanu cookies;

rlepI/IO,D,I/I‘-IeCKI/I I'IpOBepﬂIZ, Kakune nraTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,

[aBaii cBoM HOMep MOGMMbHOrO TernedoHa TONMbKO NOASIM, KOTOPbIX Tbl 3HAElWb UM KOMY
AoBepsieLLb;

Bluetooth gormkeH 6bITb BbIKNOYEH, KOraa Thl MM He nonb3yelwbesd. He 3abbiBan wnHorga
NPOBEPSATb 3TO.

Online wvrpbl

CoBpeMeHHble OHMaWH-Urpbl - 3TO KPACOYHbIE, 3axBaTbiBalOLME pasBrevyeHns, obbeanHsaowme
COTHM TbICAY YENoBEK Mo BceMy MUPY. MIrpoku nccnenytoT AaHHbIA UM MUp, 06LLatTCs ApYyr C
APYrom, BbIMOSMHSAT 3a4aHusi, cpaXatoTcsl C MOHCTpaMK 1 Nony4atoT OonbIT. 3a yaoBONbCTBME
OHW NNaTAT: NOKyNnakT AMCK, ONnaynBaoT aboHEMEHT UK NPUOBPETAaOT KakMe-To Onuuw.

Bce 3T cpeactBa vayT Ha nogdepkaHue U pasBUTME UMPbl, @ Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYITCS CUCTEMbI aBTOPU3aLMK, BbiMycKalTCA HOBble NaTyn (LMGPOBbLIE 3annaTku
Ansi NporpaMm), 3aKkpbiBaloTCcs Ysi3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTbCs HE CTOMbKO CBOMX COMEPHUMKOB, CKOMbKO KpaXku TBOEro
naporsi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumm 6osbLIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOErO MrpoBOIro akKkayHTta:

1. Ecnn gpyron urpok Beget cebs nnoxo nnu cosgaet Tebe HenpusaTHOCTKU, 3abnoKMpyn ero B
CMMWCKE UIPOKOB;

2. I'Io>|<ar|yl7|c;| aaMUHUCTPaTopaM Urpbl Ha Mnyioxoe noBegeHne 3TOro Urpoka, XenarteribHo
NPUIOXNTb KakKne-T1o JoKa3aTesibCTBa B BUOE CKPUHOB,

3. He ykasbiBaun Nn4Hy0 MHGOpMauuio B npodanne urpsbl;
4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBaun HeoduumarnbHble NaTyn n Moabl;

6. \cnonb3yn CnoXxHble 1 pasHble Naponu;

7. Oaxe BO BpeMA Urpbl HE CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOU KOMMNbKOTEP
MOTYT 3apa3nTb.



PULWINHT Unun Kpaxa NINYHbIX OaHHbIX

OObI4HOM Kpaxkewn OeHer U OOKYMEHTOB CEerofHs yXe HUKOro He yAMBMLIb, HO C pas3BUTUEM
WHTEPHET-TEXHOMNOMIN  3MIOYMbILUNIEHHUKA MEPEMECTUNIUCE B  WHTEPHET, M MNpOoAoSKaloT
3aHMmaTbes "nobumbiM" Aenom.

Tak nosBMnacb HoBas Yyrpos3a: WHTEPHET-MOLUEHHWYeCcTBa WIM (PULLKHF, rnaBHas Uuenb
KOTOPOro COCTOUT B MOMYyYEeHUN KOHUAEeHUMarnbHbIX AaHHbIX Mofb3oBaTerien - fOorMHOB U
napornen. Ha aHrnuinckom s3bike phishing yntaetca kak duwnHr (ot fishing - peibHas nosns,
password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ hULIMHIoM:

1. Cneam 3a cBoMM akkayHToM. Ecnuv Tbl nogo3peBaellb, YTO TBOSA aHkeTa Obina B3fioMaHa, To
Heo6xoaMmo 3abnoknpoBaTb ee U CoobLWMTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Wcnonb3yn 6GesonacHble Be6G-canTbl, B TOM 4uUCNE, MHTEPHET-MarasMHOB M MOUCKOBbIX
CUCTEM,;

3. Wcnonb3yn crnoxHble M pasHble naponu. Takum obpasom, ecnu Tebs B3nomarwT, TO
3r10YMBbILLMEHHMKN NoflyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOMUIIIO B CETU, @ HE KO BCEM,;

4. Ecnn T1ebs B3nomanu, To HeobxoAMMO nNpeaynpeauTb BCEX CBOWUX 3HAKOMbIX, KOTOpPble
AobGaBreHbl y Tebst B Apy3bsix, 0 TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn byaet
paccbinaTbCs Cnam 1 CCbINKM Ha PULLNHIOBbLIE CalThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYN coxpaHeHue napons B 6payaepe;

7. He oTkpbiBan hannibl U Apyrue BIIOXKEHUS B MUCbMaXx, JaXe eCrv OHW NPULLNN OT TBOMUX
apysen. Jlydwe yTouHW y HUX, OTNPaBnsann N OHn Tebe aTn dannbi.

LUndpoBas penyrauus

LindpoBas penytaumsa - 3TO HeratMBHasi UM MNO3UTMBHAS WHGOpMauuss B cetm o Tebe.
KomnpomeTupyowas nHpopmaums, pasMmeLleHHasa B MHTEPHETE, MOXeET cepbe3HbiM 0bpa3om
OTpa3snUTbCA Ha TBOEW pearibHoM XM3HW. "Lindposaga penytaumsa” - 970 TBON MMUOXK, KOTOPbIN
dopmupyeTcsa n3 nHgopmaumm o Tebe B UHTEPHETE.

TBOE MECTO XUTEenbCTBa, y‘-le6bl, TBOE (*)I/IHaHCOBOG nonoxeHme, oCobEHHOCTH Xapaktepa u
paccKka3bl O OGrn3KMX - BCE 3TO HaAKanMBaeTCs B CETU.

MHOrMe noApOCTKM FErkOMbICAIEHHO OTHOCATCA K nybnukaumm nu4HoW wHdopmaumn B
WHTepHeTe, He MOHUMasi BO3MOXHbIX NOCNeaCcTBUIA. Thl JaXe He CMOXellb AoragaTbCs O TOM,
yTo dhoTorpacdms, pasmMelleHHas S5 neT Hasag, cTana NPUYMHON OTKalda MpuHATb Tebs Ha
paborTy.

KoMmmeHTapumn, pasmelleHne TBoux potorpadoun n gpyrme 4enNcTBUS MOryT HE UCHE3HYTb Aaxe
nocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHwusl 3Ty nHdopmaumio, nonana nv
OHa B MOMWCKOBblIE CUCTEMbI M COXpaHWNacb N OHa, a rnaBHoe: 4TO nogymalT o Tebe
OoKpyXatLme nogun, Kotopble HangyT v yBuAAT 3T0. Hantu uHdopmauuio MHOro net cCnycrd
CMOXeT nbon - kak n3 gobpbix NOBYXOAEHUN, TaKk U C HAMEPEHUEM MPUYUHUTL Bped. IATO
MOXET ObITb KTO Yro4HO.

OCHOBHbIe cOBeTbI NO 3awuTe LMPOBOM penyTauuu:



1. lMogyman, npexge 4em 4TO-TO nybnukoBaTb W nepepaBaTb Yy cebss B Onore unu B
coumanbHOW CeTu;

2. B HacTpoukax npodunsa ycTaHOBM OrpaHMYEeHUA Ha MNPOCMOTP TBOEro npoduns u ero
coaepXxunmoro, caenam ero Tonbko "ons apysen”;

3. He pasmelwian n He ykasbiBa MHPOPMaLMIO, KOTOpPask MOXET KOro-nnbo ockopbnaTte mnm
obmxatb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHblE MONb3oBaTenn UMdPOBOro npocTpaHcTBa. OpHako
[Aaneko He BCce 3HatoT, YTO MONb30BaHME MHOMMMU BO3MOXHOCTSMM LMEPOBOro Myupa Tpebyet
cobnioaeHns NpaB Ha MHTENNEeKTyanbHY0 COBCTBEHHOCTb.

TepMnH  "vHTennekTyanbHas COOBCTBEHHOCTb" OTHOCUTCA K  Pas3fnyHbiM  TBOPEHUSIM
4YenoBEYECKOro yma, HaunmHasa ¢ HOBbIX M306peTeHnn N 3HakoB, 0603HaYaLLMX COBCTBEHHOCTb
Ha NpOAyKTbl M YCNyrn, W 3akaH4YMBas KHUramu, doTtorpadusamm, KuHounemMamm wu
MYy3blKarbHbIMW NPOU3BELEHUSIMUA.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHyl0 COBCTBEHHOCTb Ha NPOM3BEAEHNST HaYKMK,
nuTepaTypbl U MCKyccTBa. ABTOPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTMM TOro, 4To
MHTENNEKTyanbHbI/TBOPYECKUIA TPy aBTOpa He GyaeT HanpacHbIM, AacT eMy cnpaBeanvBble
BO3MOXXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, Nony4ymTb U3BECTHOCTb U NPU3HAHUE.
Hukto Ge3 paspelleHust aBTopa He MOXEeT BOCMPOM3BOAUTL €ro  NpPou3BEAEHMUE,
pacnpocTpaHsiTb, NyGINYHO AEMOHCTPUPOBATL, NPOAaBaTh, MMNOPTUPOBATL, MyckaTb B NPOKaT,
Ny6rMYHO UCMOMHATb, NOKa3bIBATL/UCMONHATL B achmpe nnm pasmellatb B MIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpammHoro obecrne4yeHns MoxeT NPUBECTU K MHOTMM pUCKaM:
OT MOTEPU AaHHbIX K TBOMM akkayHTamM A0 OnoKMpOBKM TBOErO YCTPOWCTBA, rae yCTaHOBMeHa
HeneranbHas nporpamma. He ctouT Takke 3abblBaTb, YTO CYLECTBYIOT feranbHble W
6ecnnaTHble NporpaMMbl, KOTOPbIE MOXHO HaWTK B CETH.

O nopTane

CeTeBUYOK.ph - TBOM rMaBHbIM COBETYMK B CETU. 34eCb Thl MOXeLlb Y3HaTb 0 6e30nacHOCTM B
CeTU TMOHATHbIM W [OOCTYMHbIM $3bIKOM, a MpPU BO3HUKHOBEHUU KPUTUYECKOW CUTyaLun
obpatntbcsa 3a coBeTOM. A TakKe NMPUHATbL ydacTue B KOHKypcax U cTaTb caMbiM LMPOBbLIM
rpaxgaHnHom!



